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D on ’t get take n by Ho liday Scam s
Every holiday season scams occur targeting holiday shoppers, senior citizens
and the general public. Some scams can
be more costly than others. Here are just
a few that you should look out for this
season.

ed to click on a link or provide personal
information for what appears to be a
legitimate purpose, ignore the e-mail and
go to the real website for the company
to see whether the e-mail was indeed
legitimate.

offers that may pop up on your Facebook
and Twitter feeds. Researchers at the
security software firm Trend Micro say
they've found suspicious pages advertising raffles for two of the season's hottest
gifts -- the Playstation 4 and Xbox One.

CONTEST SCAM
Phony lotteries are one of the most successfully perpetrated scams throughout
the year, and they become even more
common during the holidays with holiday-related phony lotteries. Victims are
told they won a lottery they never entered and they merely have to pay some
taxes or fees to claim the prize.

GIFT CARD SCAMS
Gift cards are a favorite target for con
artists this time of year, according to the
BBB. And with retailers estimating giftcard shopping will hit an all-time high -80 percent of shoppers are expected to
buy at least one this holiday season -- the
BBB is warning consumers to be on the
lookout for two sneaky schemes aimed
at taking advantage of their popularity.

Christopher Budd of Trend Micro says
these "giveaways" and "raffles" appear to
be using popular gaming consoles to lure
people into unknowingly signing up for
paid text message schemes.

It is hard to win a lottery. It is impossible
to win one you haven't even entered. It
is important to remember that no legitimate lottery charges you fees to claim
your prize, and no legitimate lottery collects income taxes for the IRS. The taxes
are either deducted from your prize or
you are responsible for paying the taxes
directly to the IRS.
PHISHING SCAMS
The holiday season is filled with e-mails
luring you to websites for discounted
merchandise, coupons and myriad other
enticements to click on links in tainted
websites that download malware that
will steal the information from your
computer and make you a victim or identity theft.
You can never be sure if an e-mail you
receive is legitimate, so if you are tempt-

In one scheme, thieves go into a store,
find the gift-card rack and then secretly
copy the numbers off the cards, sometimes scratching off the security codes.
The thieves then check online or call the
1-800 number to see if someone has
bought the cards and activated them. As
soon as a card is active, the thieves go on
a shopping spree online. By the time you
try to use the same card, the money is
long gone.

The offers solicit "Likes" or "Shares" to
get distributed on social media feeds.
Researchers say the more the offer is
shared, the more likely people are to buy
in.
"It exploits what we in security call the
circle of trust," said Budd.
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The BBB also warns consumers to be
wary of offers for discounted gift cards
sold online. Scammers may try to pocket
your cash, and use the gift cards for
themselves.
SUSPICIOUS SOCIAL MEDIA GIVEAWAYS
Security experts are also warning social
media users of suspicious giveaway
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Don’t fall for these mortgage refi scams
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All the talk recently about the possibility of the Federal Reserve hiking
interest rates prompted a warning
on Tuesday from the Better Business
Bureau to homeowners considering
refinancing their homes.
When you get the pitch -- it could
come by email, phone or even a
printed flyer -- it's going to come
with a promise that refinancing will
lead to a savings of several hundred
dollars a month on mortgage payments. Other versions of the scam
aim at those behind on their payments or who owe more than their
property is worth, the BBB said.

"There's one big catch. The
'company' needs you to pay (an upfront fee) in order to lock in your
rate, sometimes as much as thou-

sands of dollars," according to the
BBB. "Once you hand over the payment, the 'company' vanishes with
your money."
A request for a homeowner to pay a
fee before even applying for a loan is
a big red flag.
Here are some other signs from the
BBB to help identify a mortgagerelated scam:

They're signaling that you're likely
dealing with a scam. Being forced
to make a decision on the spot is a
tactic to get consumers to make
bad choices.
 Being told to stop paying your
mortgage is a recipe for disaster.
Follow that advice, and your credit
rating will take a big hit. Plus,
you'll fall behind on your mortgage while handing your money to
a crook.

 A claim that a company is affiliated

with a government program. Appearing connected to the government, including using logos, is a
way scam offers are made to look
more credible.
 Pressure to make a quick decision
is a sign to head the other way.
Watch out for terms including "act
fast" or "limited time offer."
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Rather than consider an offer
brought to you, go to your existing
lender to see what opportunities
might be available. If you also do
some homework, you might find a
refinancing deal from a legitimate
lender that's worth pursuing.
Source: CBS News

6 Things You Need to Know About the New Chip Cards
types of EMV cards:

If you’ve recently received a new credit
card with a strange, fingernail-sized metallic square on the front, and you have
no idea why you got it or what to do with
it, take heart. Most cardholders are just
as confused.
These new EMV cards are also known as
chip cards or smart chip cards. They’re
being pitched as an important step forward in credit card security. They also
represent a seismic shift in how Americans use their plastic cards.
EMV cards have been used in other
countries for many years but have only
just recently reached American shores.
Banks and retailers had resisted taking
on the expense of updating cards and
point-of-sale terminals due to the expense involved – especially during the
recession. However, that all changed
when Visa, MasterCard, American Express and Discover announced a couple
years ago that if merchants didn’t accept
EMV cards at checkout by Oct. 1, 2015,
those merchants would be liable for any
fraudulent credit card transactions. In
the past, it was banks that typically absorbed those costs.
With Oct. 1 deadline coming and going,
banks and merchants across the nation
are working to address legal requirement. Many businesses won’t make the
deadline – for any number of reasons,
including apathy and lack of awareness –
but many will. That’s why you might
have seen strange-looking new terminals
at your favorite store and why you might
have received one of these new cards in
the mail.
The truth is, however, most people are

The ones that make you sign for a purchase – so-called “chip-and-signature”
cards.
The ones that make you enter a PIN– socalled “chip-and-PIN” cards.
thoroughly confused about what these
cards do and why they’re necessary. With
that in mind, here are simple answers to
six of the most frequently asked questions
about EMV.
First, are they really safer? Yes, they really are safer – for two reasons: They make
your physical card harder to counterfeit,
and instead of sending all of your credit
card information to a merchant when you
buy something, they send a unique code
that a hacker can’t use if they find it. If a
hacker tries to use that code to make a
fraudulent purchase, it won’t work. It’s
like stealing an expired password.
How will I know I have one? Look for a
metallic, thumbnail-sized square on the
front of the card. That’s the chip. If it isn’t
there, you don’t have an EMV card. If your
EMV replacement cards haven't arrived
yet, there’s a good chance your bank will
send you one by the end of the year. Or if
you want one sooner, call your bank and
ask for one.
How do you use them? No more swiping.
You’ll “dip” instead. You place the card in
a slot, where it’s held while you either sign
your name or enter a PIN to make the
purchase. When it’s over, pull the card out
and go on your way.
Are EMV cards the same as chip-and-PIN
cards? Not necessarily. There are two

The vast majority of chip cards distributed
in the U.S. are chip-and-signature cards.
They aren’t as safe as chip-and-PIN cards
– simply because it’s easier to forge
someone’s signature than to know their
PIN – but banks thought requiring a signature rather than a PIN would create less
confusion for consumers and ultimately
make the transition to EMV a little
smoother.
Will the cards still have magnetic stripes
on them? Yes, for the foreseeable future,
all U.S. cards will still have magnetic
stripes. You’ll still be able to swipe them,
but there’s a catch: If you swipe the card,
the new technology will never kick in, and
your card information will be sent to the
merchant in the old, much less secure
way it has for years.
Ultimately, what’s the bottom line? EMV
cards are a long-needed, major step forward in fraud prevention, even though
they’re not perfect. (For example, they
don’t really do anything to combat online
or "card-not-present" fraud.) However, if
you don’t have one yet – or don’t know
what to do with the one you have – don’t
worry too much. The old, traditional way
of swiping your card using the magnetic
stripe isn’t going away anytime soon. Just
know that your transactions won’t be as
secure if you keep doing it that way.
Source: US News & World Report

Online Shopping—Fake Websites
Does this website look real? It's not. Follow these tips when shopping online.

What to do:


What it is: Scammers launch a copycat
website of a well-known retailer – or,
create a website offering popular, sometimes previously "sold out" merchandise
at crazy discounts.
How it works: A classic phishing scam –
often by email but increasingly through
links on social media sites – the email
appears to come from a legitimate company and the link sends you to a phony
website where you're asked to enter
personal information.







Search the retailer; type in "vendor
name + scam" and see what comes
up.
Type URLs directly into your browser; do not click on a link from an
email or social media site unless you
are absolutely sure the message is
from the legitimate business.
On the payment page, look for
"https" at the beginning of the address (the "s" stands for "secure").
Shopping on a new site? Look for a
return policy and contact information including a real address, a



toll-free customer service number, and
other ways to reach the company if
you have a problem.
Use a credit card (not a debit card)
when shopping online for greater protections against possible fraud.

